Data protection information on application submission and application

management via xFound

The Else Kroner-Fresenius-Stiftung (EKFS) and its wholly-owned subsidiary, ForTra GmbH, jointly
operate an application and funding portal (Art. 26 GDPR). The internal administration of this funding
portal is handled by the EKFS. For you as an applicant for a funding programme granted by the EKFS or
ForTra, the EKFS assumes responsibility for fulfilling the rights of data subjects, in particular in
accordance with Articles 12-21 GDPR, within the internal relationship of joint responsibility. However,
in accordance with Article 26(3) GDPR, you are also free to assert these rights against ForTra as a jointly

responsible party.

EKFS and ForTra jointly ensure the smooth and secure electronic processing of personal data in the
processing procedures of the application and funding portal. The tasks are separated between the joint
controllers. Personal data is processed by the parties in accordance with the principles of least privilege
(assignment of user rights to the minimum extent possible) and need-to-know (knowledge of data only
when necessary). While each party is responsible for ensuring the lawful processing of data (lawfulness
of processing, transparency, purpose limitation, data minimisation, accuracy) for the funding
programmes they offer, the EKFS bears IT responsibility for both parties for the operation of the portal
and its user administration. In this respect, the EKFS is responsible for ensuring the operation of the
data centre, guaranteeing the security (confidentiality, availability and integrity) of the portal,
providing fail-safe protection for the portal, physical data storage, risk analysis, documentation and
definition of possible technical and organisational measures, IT network security, virus protection and
attack defence, secure data transmission, regulation and security of third-party access to the portal,
data backup, and ensuring the confidentiality, integrity and availability of the data processed in the
portal. Within the framework of the allocation and administration of funding, the respective funding
provider is responsible for ensuring the processing of content data (in particular the legality +of
processing, transparency, purpose limitation, data minimisation, accuracy, integrity, non-interlinking
and intervenability), ensuring protective measures outside the portal (e.g. physical security on its own
premises, locked cabinets, etc.), deleting data, obtaining the necessary consents and processing all

data processed in the context of the allocation of funding.

Where EKFS is referred to below, this is solely for the sake of simplified linguistic presentation, so that
all information also applies to the processing carried out under the joint responsibility of ForTra,
whereby ForTra focuses specifically on promoting innovative projects with high translation potential,

for which the respective patient-relevant application potential is clearly defined and for which the first



convincing research results are already available. Those responsible also provide information about
the funding body for the respective funding programme in the funding guidelines and information.
EKFS manages its funding digitally and maps the funding cycle from application to assessment and
approval to payment processing, monitoring, reporting and final expenditure statements via the
xFound funding portal. The funding portal uses software from ace Neue Informationstechnologien
GmbH (hereafter: ace), Stella-Klein-Low-Weg 15, 1020 Vienna, Austria, which is provided to the EKFS
as the responsible party within the framework of order processing in accordance with Art. 28 GDPR.
Further information on data protection at ace can be found in ace's privacy policy at:

https://www.xfound.eu/datenschutz.

Purpose of data processing and portal use

In order to submit funding applications to the EKFS, access important information about the
application process and, in the event of funding being granted, exchange information with the EKFS in
accordance with the respective approval and funding principles, you must first register on our

application and funding portal at https://application.ekfs.de. As part of this registration process, you

must provide a valid email address, which is required to create a unique user account that the EKFS
can use to contact you regarding submitted applications and/or ongoing funding and through which
you can provide documents. The processing of funding enquiries and applications, their review,
approval and management within the framework of project implementation until project completion
is carried out entirely via the xFound funding portal; this also applies to document management,
financial management (including the provision of financial plans, the request for funds, the provision
of proof of use, the verification of the proper use of project funds and the proper completion of
projects, and other project controlling), communication with applicants, project partners, reviewers
and committees, event management, the management and administration of user access, including in
connection with changes of institution, changes in project management and/or extensions of project
duration. Under certain circumstances, personal data may also be processed in the context of
asserting, defending and exercising legal claims. The aforementioned aspects of this paragraph

constitute the purposes of the processing activities carried out by the EKFS.

Legal basis for processing

The legal basis for the processing of your personal data in this regard is Article 6(1)(b) of the GDPR.
Furthermore, Article 6(1)(f) of the GDPR is the legal basis for the processing, as the EKFS has a
legitimate interest in processing applications from interested parties in order to decide on funding

programmes.



Information on processed data

During registration, personal contact details and access data for the user account are collected so that
applications can be clearly assigned and notifications delivered. When you submit a request to us, a
direct connection is established between your browser and the provider's server when you call up the
request page. For IT security reasons, the provider logs so-called server log files, which your browser
automatically transmits to us (this is information about the page visited on our domain, the date and
time of the server request, browser type and browser version, operating system used, referrer URL,

host name of the accessing computer). This data is not merged with other data sources.

The email address provided during registration is verified using a double opt-in procedure. For this
purpose, a confirmation email is sent to the email address provided during registration. Only after
confirmation of a link sent in this email will the email address provided be permanently stored and the
user account created. If confirmation is not received within 4 days of completing the registration
process, the email address will be deleted by EKFS and the registration process will have to be

repeated.

After successfully completing the double opt-in process, the user account is active and it is possible to

log in to the application portal using the specified email address and a password chosen by the user.

The portal collects additional personal and application-related data, which varies depending on the
funding programme and can be found in the respective programme description. The EKFS collects and
processes personal data only to the extent necessary for the application, review and processing and/or
subsequent settlement of projects. In general, the following data categories are processed when using

the application and funding portal:

Contents of communication processes,
¢ Communication data

e Contact and address data,

Contract data and support information, such as the name and contact details of the project manager
and other project-specific information provided by you

e Payment data,

e Creditor master data,

e Project-related information/documents.



In addition, personal data that you voluntarily provide to us may be collected and processed. Fields
marked as voluntary or optional do not have to be filled in. The processing of this data is based on your
revocable consent in accordance with Art. 6 (1) sentence 1 lit. a), Art. 7 GDPR or Art. 9 (2) lit. a) GDPR.
The provision of personal data may in some cases be required by law (e.g. under tax law, anti-money
laundering regulations). Furthermore, you may be obliged to provide us with the personal data
necessary for the implementation of support programmes and the fulfiiment of the associated
contractual obligations. Without this data, we are generally unable to execute contracts with you
and/or fulfil our legal obligations. In the interests of maximum transparency with regard to data
protection, we will point out any obligations to provide information in individual cases separately

before carrying out the specific data collection.

Location of data storage

The EKFS stores user account data, funding applications, all associated metadata and all documents
exclusively in its own xFound database, which is hosted by Microsoft Corporation, One Microsoft
Way, Redmond, WA 98052-6399, USA. The data is stored in German data centres. Details on data
processing by Microsoft can be found in Microsoft's privacy policy at

https://www.microsoft.com/de-de/privacy/privacystatement.

Recipient of Data

If you submit an application for project funding or an expression of interest via the funding portal, the

application data and documents you submit may also be passed on to third parties during the

selection process. These include

e Reviewers,

¢ Members of selection committees

¢ Members of the project selection committee,
e Technical reviewers

e Members of the foundation's governing bodies.

In addition, selected data and information from your application or expression of interest, including
personal data, may be published by us if this is necessary or useful for the communication and
documentation of our foundation activities and/or for the success of the funded project. We do not
intend to transfer your personal data to countries outside the European Union or to an international
organisation, but we do not rule this out either, provided that it is lawful. We will notify you separately

in the event of such a transfer.



Disclosure of third-party data by registered users

If, as a registered user, you provide personal data of third parties in this context (e.g. information on
other applicants, research group members, contact persons, etc.), this is only permitted if the persons
concerned have given you their consent and you ensure that the persons named receive the data

protection information about the processing operations carried out by us.



